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Large-scale datasets and global collaborations are increasingly enabling exciting 
discoveries in neuroimaging research; however, barriers such as data privacy regulations 
and unequal access to computational infrastructure continue to hinder progress. 
Federated analysis offers a promising solution by allowing decentralized analysis without 
centralized data sharing, but logistical challenges often impede its practical 
implementation. In this work, we present NeuroFLAME Vaults, a novel framework that 
builds upon the principles of federated analysis to streamline the privacy-preserving, 
decentralized analysis of neuroimaging data. NeuroFLAME Vaults provide continuously 
accessible, preprocessed datasets hosted at local sites, enabling researchers to participate 
in collaborative studies without transferring sensitive data or coordinating synchronous 
computation. We describe the design and implementation of the platform, demonstrating 
its utility through multiple vaults derived from public and private datasets, including 
structural and functional MRI data from studies on schizophrenia, substance use, and 
neurodevelopment. Vault-based analyses leverage standardized pipelines and ridge 
regression models to enable cross-site modeling and data harmonization. Our results 
replicate known findings in neurodevelopment, psychiatric disorders, and substance use, 
validating the approach and showcasing its potential for inclusive and scalable 
neuroimaging research. NeuroFLAME Vaults significantly reduce the technical and 
logistical burdens of collaborative analysis, while upholding FAIR data principles, offering 
a powerful tool to accelerate global neuroscience. 

1. INTRODUCTION 

Over the past decade, neuroimaging data collection has 
accelerated significantly through large-scale, global initia
tives such as the Adolescent Brain Cognitive Development 
(ABCD) study (>10,000 participants),1 the UK Biobank 
imaging extension (targeting 100,000 brain scans),2 and 
the Human Connectome Project (HCP).3 Additionally, plat
forms like OpenNeuro4 have provided access to a wide array 
of datasets, now hosting over 600 public neuroimaging 
datasets representing more than 20,000 participants across 
multiple imaging modalities.5 These resources offer trans
formative potential for neuroscience and mental health re

search. However, two persistent barriers continue to hinder 
large-scale collaborative data analysis: (1) strict privacy 
regulations such as HIPAA (Health Insurance Portability 
and Accountability Act) and GDPR (General Data Protection 
Regulation), and (2) unequal access to computational in
frastructure, especially among under-resourced or interna
tionally distributed institutions.5 Federated analysis plat
forms share intermediary statistics to compute analyses 
rather than full data sets, offering one solution to these 
barriers; however, further issues arise due to logistical bar
riers involved in coordinating simultaneous federated runs. 
It is our goal in this work to illustrate how the vaults feature 
in the new NeuroFLAME (Neuroimaging Federated Learn
ing & Analysis for Multi-Site Environments) software en
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vironment addresses data sharing issues in neuroimaging 
analyses while simultaneously providing federated analysis 
resources that circumvent the frequent logistical barriers 
involved in standard federated analysis frameworks. 

In this work, we distinguish between federated learning, 
federated analysis, and vault-based collaboration. Feder
ated learning traditionally refers to distributed optimiza
tion procedures in which model updates are exchanged be
tween actively participating sites. Federated analysis more 
broadly includes decentralized statistical workflows that 
exchange summary statistics or model parameters without 
centralizing raw data. NeuroFLAME Vaults extend these 
paradigms by introducing persistent federated nodes that 
remain continuously accessible to approved collaborators, 
thereby reducing the coordination burden typically associ
ated with synchronized federated studies. 

This article outlines how our new decentralized data 
sharing and analysis platform, NeuroFLAME, and the vaults 
feature address these challenges and more in a fashion 
specifically tailored for the decentralized analysis of neu
roimaging data. We will present in detail how data analysis 
with vaults works, including the standardized pre-process
ing pipelines that were run on the data. The results section 
shows some of the analysis results from the data sets in 
the NeuroFLAME vaults. The following section presents 
the motivation behind the development of the vaults fea
ture and its utility for global collaborative Neuroscience re
search. 

1.1. THE CASE FOR FEDERATED PLATFORMS IN 
NEUROIMAGING 

Federated learning is a specific type of decentralized data 
analysis framework that focuses on collaboratively training 
machine learning models across devices while keeping data 
local. A similar but distinct kind of framework for federated 
analysis involves the sharing of summary statistics or 
model parameters after model training has been performed 
locally. Both approaches are rapidly gaining momentum 
in neuroscience and healthcare as a critical method for 
enabling privacy-preserving, collaborative analysis across 
multiple institutions. In particular, federated solutions of
fer a solution to collaborative analysis of medical data in 
which data samples are not transferred between sites. Often 
accompanied by privacy guarantors like secure multi-party 
computation or differential privacy,6 federated algorithms 
provide researchers with the ability to integrate data sets 
across studies without the transfer of full samples between 
collection sites, providing the benefits of increased sample 
size and diversity while endeavoring to remain compliant 
with data privacy regulations. 

According to a comprehensive systematic review of fed
erated analysis applications in healthcare,5 as of August 
31st 2023, only 32 out of 22,693 articles contained studies 
with real-world clinical applications, a mere 0.14%. The 
vast majority of the reviewed papers were instead proof-of-
concept studies without large-scale real data applications. 
Furthermore, only 11 studies featured international collab
oration, with a few others limited to local efforts or undis
closed sites. This distribution further reflects the limited 

real-world uptake of federation in healthcare and the need 
for more robust, collaborative platforms. There is clearly a 
significant gap between theoretical development and prac
tical implementation of federated learning and analysis 
platforms. 

One persistent barrier to federated collaboration in neu
roimaging is the significant logistical overhead involved in 
coordinating real-time federated workflows. In this work, 
we introduce NeuroFLAME vaults , a new kind of federated 
node that provides persistent access to neuroimaging 
datasets without the need for active monitoring or coor
dination by the site hosting the data. NeuroFLAME vaults 
allow sites to share data in such a way that only the in
termediate statistics, such as parameter gradients or final 
parameters, needed by a given federated learning or analy
sis algorithm ever leave the site. The NeuroFLAME soft
ware, built on the NVIDIA FLARE backend,7 supports the 
vault construct by automating the sharing of these statis
tics when accessed by other federated clients. Building on 
previous work introducing federated vaults in the COIN
STAC platform,8 we present several new vaults that expand 
the selection of available analyses and data. 

1.2. WHAT ARE VAULTS, AND WHY DO WE NEED 
THEM? 

NeuroFLAME vaults  are persistent, automatically-man
aged, federated nodes which host shared data-sets either 
fully available for public access, or shared with a subset of 
trusted collaborators, with the sharing controlled entirely 
via standard federated analysis and learning paradigms. For 
example, suppose a federated learning algorithm for train
ing a regression model uses distributed stochastic gradient 
descent where each update to local models involves send
ing parameter gradients belonging to a particular batch or 
group of batches. Where a standard federated study may 
require explicit communication between participating sites 
to make sure all clients are active, a federated computation 
using a vault will be able to access the needed gradients 
without the need to explicitly coordinate with the host 
of the vault beforehand. While vault access may be re
stricted to particular users by the owner, once access is 
provided, the data becomes available for use in approved 
algorithms for federated analysis or learning, facilitating 
federated “sharing” without the need for direct coordina
tion. 

Vaults represent a new approach to building federated 
consortia in which participants in federated consortia do 
not need to actively manage the inclusion of their data 
in new analyses, offering their data for use by other col
laborators entirely automatically through the NeuroFLAME 
software. Importantly, from the perspective of a given fed
erated algorithm, vaults are treated no differently than nor
mal participants in the consortium, so existing infrastruc
ture, codebases, and regulations can work seamlessly with 
any site hosting a vault. For external users not hosting a 
vault, the NeuroFLAME software offers users the ability to 
interact with these persistent vaults without requiring di
rect communication and coordination with the vault host, 
thus reducing the need for additional communication over
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Figure 1. A comparison of vault-based federated consortia with standard federated consortia. When a host provides a 
vault in the NeuroFLAME software, the data hosted within that vault becomes usable by approved consortium members 
for use in computations as if the vault host were participating as a normal consortium member. In contrast to standard 
federated analyses, however, the vault owners have provided a persistent service that does not require additional 
management or coordination from their team, thus significantly lowering the barrier to access for approved groups that 
hope to access these data. 

head, a persistent barrier to existing federated collabora
tions.8 Figure 1 provides a comparison of vault-based fed
erated consortia with a standard federated consortium. The 
principal difference is that the vault owner does not need to 
actively coordinate the integration of their hosted data into 
the federated computation; the NeuroFLAME software pro
vides access to this vault data as a service, allowing access 
to approved users without additional overhead from data 
managers at the vault host’s site. 

Lack of access to curated and well-annotated neu
roimaging datasets remains a significant barrier to collab
orative research due to a range of practical, cultural, and 
infrastructural challenges. Many researchers lack experi
ence with data organization and sharing workflows, and the 
effort required to prepare datasets for reuse — including 
documentation, metadata standardization, and ethical/IRB 
compliance — disincentivizes broad distribution and limits 
access for secondary analyses. Additional obstacles include 
the lack of credit structures for data sharing, resource de
mands for data curation, and heterogeneity across reposi
tories in formats and access procedures, which complicate 
dataset discovery and reuse.9 These barriers reduce the ac
cessibility of curated neuroimaging resources, impede re
producibility, and motivate models like federated analysis 
or data vaults that enable collaborative research without 
requiring full data transfer. Vaults help address these bar
riers by automating the work of persistent data manage
ment for collaborative learning. In particular, within the 
NeuroFLAME software, the hosted vault acts as a service 
that waits for connections from approved federated collab
orators and then provides the required intermediate deriv

atives needed to perform a given federated analysis. For 
example, in the regression vaults discussed later in this 
work, a user accessing a vault via the NeuroFLAME software 
would be provided with a secure connection to the vault 
host as if the host was a normal federated node, and the es
timated parameters computed on the vault data would be 
shared from the host to the consortium participant, allow
ing that participant to perform a federated analysis using 
the vault data, without communication of full data samples 
between sites, and indeed without requiring additional co
ordination from human coordinators at the vault site. 
Privacy via Local Storage.    NeuroFLAME vaults are de

signed to support privacy-preserving workflows by enabling 
persistent decentralized analyses without requiring raw 
data to be shared or pooled. Data remain stored locally 
within the vault host institution or hosted on a cloud ser
vice when desired, and only computation results or inter
mediate statistics — such as local regression parameters, 
summary statistics or model updates — are transmitted 
when the vault is accessed, according to the needs of the 
underlying federated computation. This approach to per
sistent data sharing is grounded in federated analysis prin
ciples and allows collaborative research while minimizing 
privacy risks through the application of quantitative pri
vacy guarantors such as differential privacy.6 As vaults rely 
on the underlying NeuroFLAME software for federated 
computation, communication between vaults and the cen
tral system is encrypted, and privacy-preserving techniques 
like differential privacy and secure multiparty computation 
(SMPC) are supported, as with other federated computa
tions. The underlying NVFlare infrastructure uses secure 
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communication channels, such as gRPC and TCP with SSL 
certificates, to establish identities and secure communica
tion between participants. A provisioning system creates 
security credentials for the secure deployment of FL ap
plications in real-world settings. Computations using Neu
roFLAME vaults also maintain detailed audit logs of all 
computations, ensuring transparency, accountability, and 
compliance with ethical standards. Importantly, vaults do 
not depend on a specific, quantifiable notion of privacy or 
a particular threat model, and should in principle be usable 
with any additional privacy constraints imposed by a par
ticular federated learning or analysis algorithm. 
Synchronized standard Pipelines.   NeuroFLAME vaults 

provide standardized analysis pipelines that are accessible 
through an intuitive graphical user interface (GUI, see fig
ure 2), cataloguing the available vaults. Data in these vaults 
is preprocessed using pipelines vetted by neuroscience ex
perts and is made analysis-ready for the users. Unlike tra
ditional methods requiring downloading data from various 
sources and running local analysis, vaults offer a stream
lined, reproducible, and user-friendly alternative. This fos
ters collaboration across researchers of varying technical 
expertise. 
Vault datasets: FAIR research.    NeuroFLAME Vaults’ UI 

displays all relevant information necessary for performing 
analyses using the respective vault data. This information 
includes, but is not limited to, dataset descriptions; scan
ning and collection protocols; data modalities; demo
graphic and other variables; details of preprocessing and 
quality control pipelines; URLs of research publications re
lated to the dataset; and the types of analyses available to 
run on the vault data. This information helps researchers 
choose the relevant vault according to their project needs. 
Vault analyses run on users’ local machines inside Docker 
and Singularity containers, which provide isolated, consis
tent environments for running software. These containers 
package the analysis code along with all required depen
dencies, ensuring that analyses can be executed reliably 
across different systems without conflicts. This container
ized approach makes analysis results reproducible, as the 
Docker and Singularity containers maintain the same soft
ware environment regardless of where they are run. Once 
users are ready to publish analysis results utilizing a Vault 
dataset, they will be provided with standardized references 
pertaining to NeuroFLAME Vaults. Reproducing a previ
ously published analysis on a vault is made simple by fol
lowing tutorials provided in the NeuroFLAME documenta
tion (n.d.) and through the use of a wizard built into the 
software itself. 
Combining Local and Vault Data for Diverse Re       

search. Current neuroimaging data sharing platforms gen
erally do not allow users to upload their own data as persis
tent, “always-accessible” vaults. This means that datasets 
that remain available for federated analyses only as long 
as the computer hosting the data is online, becoming in
accessible when the user logs off. This limitation restricts 
participation by institutions with sensitive, small-scale, or 
hard-to-access datasets. As a result, racially, ethnically, ge
ographically, and socioeconomically diverse groups could 

potentially remain underrepresented in neuroscience re
search, limiting the generalizability of research findings. 
NeuroFLAME’s vaults address this gap by enabling these in
stitutions to securely host their data as vaults that are con
tinuously accessible for collaborative research. By facilitat
ing seamless integration of local datasets with vault-hosted 
data, NeuroFLAME vaults enhance inclusivity, especially in 
studies focusing on populations traditionally underrepre
sented in neuroimaging research. Additionally, large, cu
rated datasets in vaults facilitate cross-study validation, 
helping identify biases and anomalies. This strengthens the 
reliability and robustness of research outcomes, and follows 
the guiding principle of previous collaborative efforts like 
the ENIGMA consortium.10 

Public and Private Vaults in NeuroFLAME.      Re
searchers can store both public and private data in vaults 
on their machines using our standardized vaulting process. 
Vault owners retain full control over who can access and run 
computations on their data, and only approved pipelines 
are allowed.8 Furthermore, hosting of vaults is inherently 
flexible. Whether the data meant to be shared is hosted on 
premises or on a cloud solution like an AWS EC2 instance, 
all that is required to host a vault is an internet connec
tion and the NeuroFLAME software. Although some initial 
coordination may be required to ensure that the chosen 
hardware and software are approved by the site hosting the 
vault, the NeuroFLAME software handles subsequent com
munication automatically. 

2. RELATED WORK 

In the last decade, a range of data sharing models have 
emerged within the neuroimaging ecosystem, allowing re
searchers to access large datasets and perform local analy
sis. Some of these platforms allow users to run collaborative 
analysis. In the following section, we outline some of the 
major relevant platforms and address their ability to run 
decentralized privacy-preserving data analysis. 

The ENIGMA consortium is perhaps one of the earliest 
efforts for widespread, privacy-sensitive collaborative data-
sharing for neuroimaging.10 Studies led by the ENIGMA 
consortium pioneered the sharing of summary statistics be
tween distinct data-collection sites for the purpose of fur
thering large-scale, collaborative meta-analyses utilizing 
various modalities of neuroimaging and omics data. Many 
of the principles in contemporary federated neuroimaging 
aim for the same goals of large-scale, privacy-sensitive col
laboration as these early efforts; however, federated analy
sis and learning provide a more general framework for col
laboration, which is not inherently tied to meta-analysis. In 
fact, federated platforms like COINSTAC and NeuroFLAME 
can integrate seamlessly with the meta-analyses pioneered 
by the ENIGMA group.11 

OpenNeuro is a free, open platform for sharing and 
accessing neuroimaging data, designed to support trans
parency, reproducibility, and collaboration in neuroscience 
research. It primarily hosts datasets organized using the 
BIDS (Brain Imaging Data Structure) standard,12 covering 
various modalities including fMRI, EEG, MEG, and struc
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Figure 2. Screenshots from the NeuroFLAME GUI showing a list of vaults that can be added to a federated computation. 
A user attempting to access these vaults can choose from a list or narrow their selection based on computation-type, 
data-set, or other metadata. Any user not provided access to a given vault will not be allowed to add those vaults to their 
federated analysis. 

tural MRI. OpenNeuro enables researchers to upload, 
download, and reuse datasets.4 

NeuroHub is a Canadian neuroinformatics platform that 
integrates neuroimaging, clinical, and behavioral data with 
high-performance computing resources. Built on the 
CBRAIN infrastructure, it enables researchers to store, cu
rate, and analyze large, multimodal neuroscience datasets 

through a user-friendly web interface. NeuroHub supports 
data sharing and advanced analytics while complying with 
privacy and ethics standards, facilitating collaborative, re
producible research across institutions.13 

EBRAINS is a European digital research infrastructure 
developed by the Human Brain Project. It provides a suite 
of tools, services, and data platforms to support brain re
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search, brain-inspired computing, and medical applica
tions. EBRAINS offers access to high-quality datasets, brain 
atlases, simulation environments, and computing re
sources, with a strong emphasis on interoperability and col
laborative research in neuroscience.14 

The Virtual Imaging Platform    (VIP) is a web-based 
platform geared to providing access to clinical data. The 
platform is designed to support large-scale medical imag
ing research by providing tools for data storage, sharing, 
and processing in the cloud. It enables users to run complex 
image analysis workflows using high-performance comput
ing resources without requiring local software installation. 
VIP supports reproducibility and collaboration by allowing 
researchers to build, share, and execute standardized 
pipelines on multimodal imaging datasets, and integrates 
with public repositories and tools to facilitate open science 
in medical imaging.15 

XNAT (Extensible Neuroimaging Archive Toolkit) is an 
open-source imaging informatics platform designed to 
manage, share, and analyze neuroimaging and associated 
data. It provides robust tools for data archiving, user access 
control, automated pipeline execution, and integration 
with imaging workflows. XNAT supports DICOM and other 
data formats, making it widely used in clinical and research 
environments for large-scale studies. Its modular design 
and API access enable customization and integration with 
external tools.16 

DataLad is a Python-based tool for the joint manage
ment of code, data, and their relationship, built on top of a 
versatile system for data logistics (git-annex) and the most 
popular distributed version control system (Git), to sup
port version control, provenance tracking, and reproducible 
workflows for large and complex datasets. With both CLI 
and GUI interfaces, DataLad simplifies collaboration across 
institutions and computing environments, integrates with 
containerized pipelines for reproducible processing, and fa
cilitates sharing data through public platforms or custom 
remotes securely and efficiently.17 

PySyft is an open-source Python library that enables se
cure, privacy-preserving machine learning through tech
niques like federated learning, differential privacy, and en
crypted computation. Built on top of popular deep learning 
frameworks such as PyTorch, PySyft allows data scientists 
to train models on decentralized data without ever access
ing the raw data itself. This makes it especially useful in 
sensitive domains like healthcare and finance.18 

Fed-BioMed is an open-source federated learning 
framework designed to enable privacy-preserving machine 
learning across healthcare institutions without sharing raw 
patient data. Developed by Inria and Université Côte d’Azur, 
it supports multiple ML frameworks like PyTorch and 
MONAI and employs secure protocols to protect sensitive 
information during collaborative model training.19 

Some platforms aimed at facilitating collaborative neu
roimaging include solutions such as BrainForge,20 Neu
roBagel21 and BrainLife.22 BrainLife and BrainForge, for 
example, both allow for coordinated analyses across har
moniously annotated and processed data sets uploaded 
from disparate sources, and NeuroBagel facilitates the dis

covery of similarly grouped participants across sites. Al
though these platforms are not used for federated analysis 
or learning, these efforts further emphasize the desire for 
large-scale solutions for coordinating analyses across stud
ies, often through the use of data and derivative organiza
tion standards such as BIDS.12 

With our previous federated analysis platform, called 
COINSTAC (Collaborative Informatics and Neuroimaging 
Suite Toolkit for Anonymous Computation)23 we have 
demonstrated the feasibility and scalability of federated 
analyses across distributed neuroimaging datasets, en
abling collaborative studies without the need for central
ized data sharing.24‑29 COINSTAC has facilitated several 
large-scale, federated neuroimaging studies. For example, a 
landmark study involving nearly 2,000 adolescents from the 
IMAGEN consortium across Europe used resting-state fMRI 
to uncover altered brain connectivity and spectral patterns 
linked to smoking and alcohol use.30 Another multi-site 
voxel-based morphometry (VBM) study spanned 14 inter
national sites, analyzed over 2,000 adolescent brain MRIs to 
identify structural changes associated with age, body mass 
index, and smoking habits.31 Further, a federated VBM 
meta-analysis involving 4,102 subjects across eight global 
institutions revealed shared cortical and sub-cortical simi
larities across schizophrenia, major depression, and autism 
spectrum disorder, highlighting transdiagnostic neural sig
natures.32 These studies underscored the need for a feder
ated, neuroimaging-focused platform in advancing global 
neuroscience by facilitating privacy-preserving, repro
ducible analysis of diverse, geographically distributed 
datasets. 

As outlined in section 1, the opportunities for decentral
ized data sharing and collaborative analysis are huge, as re
searchers’ needs vary drastically across domains, especially 
in neuroscience. This leaves room for domain-specific tools 
that tailor to the specific needs of principal investigators. 
As one of the first providers of a federated analysis plat
form via COINSTAC, we have learnt that researchers in the 
neuroimaging domain often prefer tools tailored to their 
domain versus a one-size-fits-all solution, which could re
quire a lot of fine-tuning. Each of the above-mentioned 
tools has its place in neuroscience research as the field is 
still evolving. NeuroFLAME’s unique offering to neuro    
science researchers is its ease of setup through use of           
the NVFlare backend, user-friendly GUI for global col       
laborative projects, pre-vetted vault datasets which are        
ready for analysis, and the ability for users with varying           
statistical analysis and research skills to contribute and         
participate in data analysis, as it fits their project goals.           

3. METHODS 

Our motivating goal in this paper has been to enable several 
neuroimaging research sites to leverage information from 
other datasets, thereby augmenting the analysis of their 
data via an increased sample size. While general federated 
analyses offer one solution, most federated frameworks re
quire active participation and monitoring at each site dur
ing the analysis. This means that coordinating tasks can in
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Table 1. An overview of the example vaults presented in this work. These vaults cover a number of neuroimaging 
modalities and feature types while using regression for federated statistical analysis. Other, non-regression computations 
are also supported as NeuroFLAME vaults, with any federated analysis able to be implemented as a vault if desired. 

Example Vault Name Data Set Underlying Computation(s) Sample Size 

VBM Cobre Vault Cobre33 Regression/VBM 152 

FreeSurfer Cobre Vault Cobre33 Regression/FreeSurfer 152 

NeuroMark ICA Cobre Vault Cobre33 Regression/NeuroMark ICA 152 

VBM Child Mind Institute Vault CMI34 Regression/VBM 922 

FreeSurfer Child Mind Institute Vault CMI34 Regression/FreeSurfer 922 

VBM Substance Use Vault Substance Use35 Regression/VBM 270 

FreeSurfer Substance Use Vault Substance Use35 Regression/FreeSurfer 270 

COBRE Multi-Shot Regression Vault Cobre33 Multi-Shot Regression/FreeSurfer 152 

volve significant logistical overhead that is easily impeded 
by common difficulties, such as language barriers, time dif
ferences, and conflicting schedules. As mentioned previ
ously, vaults offer a solution to this coordination problem 
in federated analysis. Rather than relying on active partic
ipants, vaults offer a constantly available service that al
lows federated analysis participants to host their data in the 
cloud, enabling either all active users or a list of trusted col
laborators to perform federated analysis tasks as if the host 
is actively participating. In this article, our goal is to pro
vide concrete examples of the kinds of vaults offered by our 
NeuroFLAME federated analysis toolbox, and to provide an 
overview of how this new software environment expands on 
the original vaults system provided in the previous COIN
STAC software. 

3.1. VAULT OVERVIEW 

In general, all NeuroFLAME vaults operate in a similar 
fashion. First, a site wishing to provide vault data, either 
locally hosted or on a cloud-based service, downloads Neu
roFLAME and follows the instructions in the GUI to set 
up the service. The site then sets the permissions on their 
vault to allow open access for all NeuroFLAME users, or to 
provide restricted access to a chosen set of collaborators 
(see figure 3 for an overview of vault types). If necessary, 
the vault owner can coordinate with the NeuroFLAME team 
to incorporate any novel computations or other features de
sired for their vault (such as determining cost, hosting mul
tiple data types, creating different pipelines, or determin
ing unique aggregation strategies). The vault is then made 
available as a part of NeuroFLAME, and any approved Neu
roFLAME users will be able to incorporate the vault data 
into their federated analysis without the need for additional 
coordination with the vault owner. Because the vault data 
is offered as a service by NeuroFLAME, the need for com
plicated logistical coordination between federated sites is 
significantly reduced, allowing for flexible federated studies 
to be performed. Additionally, vaults enable users with no 
local data to participate in analyses just by using available 
vault data, a feature not otherwise available in most feder
ated analysis frameworks. 

Figure 3. An overview of the four node types currently 
supported in NeuroFLAME. Importantly, vaults enable 
users with no local data to perform federated analysis 
tasks. Sites with local data can also combine their data 
with that provided by vaults. Vault owners can decide to 
make their data open to all NeuroFLAME users, fostering 
more open science efforts without significant privacy risks, 
and finally, vault owners may restrict access to data if 
desired in order to keep data private for the sake of 
working on publications, for example. 

3.2. VAULTS UI: WORKFLOW 

Users can log in to NeuroFLAME after creating an account. 
Once logged in, they can view all available Vaults (see figure 
2), including descriptions and the analyses each Vault sup
ports. If users require a custom analysis or wish to make 
a dataset available as a Vault, they can follow the inte
gration process outlined in the “Vault Overview” section 
and develop custom analyses using NeuroFLAME’s boiler
plate analysis creation templates. The NeuroFLAME devel
opment team provides support throughout this integration 
process as needed. After selecting the desired Vault data 
and analysis, users create a consortium, which serves as 
a project-based collaborative analysis workspace. Collab
orators can be invited to the consortium using a secure, 
unique token-based authentication protocol. To facilitate 
the setup process, users may utilize the Vault Wizard tuto
rial, which guides them through configuring analyses using 
Vaults. Once a Vault is added to the consortium, users can 
modify the analysis parameters and incorporate compatible 
datasets either from their local machine or from other con
sortium members. After all datasets are mapped to the con
sortium, the consortium owner initiates the analysis. The 
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analysis pipeline runs on users’ local machines where Neu
roFLAME is installed, spawning Docker or Singularity con
tainers in which the analysis code is executed. During this 
process, FLARE processes are initiated, and they manage 
the secure exchange of intermediate and summary statis
tics between client machines and the NeuroFLAME server, 
while the source data remains on users’ local systems. Upon 
completion, each site’s specific results, as well as the ag
gregate analysis results, are made available locally. Addi
tionally, audit logs detailing the data transmitted between 
nodes are provided to users for transparency and verifica
tion. 

3.3. NEUROFLAME VAULTS USE THE NVFLARE BACKEND 

Although NeuroFLAME vaults use the new NVFlare back
end, the core implementation is similar to the previous im
plementation in COINSTAC,8 with the main change being 
an effort to better unify it with that of a general feder
ated client in the core software. Vaults use the same under
lying communication and computation systems as general 
federated clients in NeuroFLAME (for details see36), differ
ing only in that their participation in a federated consor
tium does not require active participation from the host 
site. Thus, like general federated clients, vault data sets can 
be quickly used in any federated learning or analysis algo
rithm approved by the institution hosting the vault. In the 
following section, we describe some currently implemented 
NeuroFLAME vaults, and the data accessible to users who 
wish to incorporate them into federated analyses. 

3.4. EXAMPLES OF IMPLEMENTED VAULTS 

In this section, we provide an overview of four vaults that 
have been implemented within the new NeuroFLAME soft
ware. These vaults represent collaborations with multiple 
institutions, including the Mind Research Network, the 
Child Mind Institute, and the Tri-Institutional Center for 
Translational Research in Neuroimaging and Data Science 
(TReNDs), which coordinates neuroimaging research ef
forts between Georgia State University, Georgia Institute of 
Technology, and Emory University. 
VBM COBRE Vault.   The TReNDS Voxel-Based Mor

phometry (VBM) and FreeSurfer COBRE vaults contain pre
processed structural MRI data from 152 participants — ap
proximately half diagnosed with schizophrenia and half 
healthy controls — collected as part of the Mind Research 
Network’s COBRE study.33 VBM computation vaults sup
port the federated computation of a ridge-regression model 
with a closed-form solution in which neuroimaging data 
from the COBRE data set can be leveraged alongside client 
VBM and FreeSurfer derivatives. Accompanying the imag
ing data in this vault are demographic information, symp
tom severity scales, and cognitive measures, facilitating 
comprehensive model building. In addition to setting the 
local regularization hyperparameter, , clients are given 
the ability to build custom models using the vault data by 
specifying a unique choice of features and target variables 
from the vault to use alongside their own data. 

Within the VBM vault, the data set includes gray matter 
images from the COBRE data set processed through a VBM 
pipeline37 using SPM12,38 encompassing reorientation, 
segmentation into six tissue classes, normalization to the 
SPM12 template, modulation, and smoothing with a 
10×10×10 mm Gaussian kernel. When accessing this vault 
data, clients are expected to perform VBM on their own 
data beforehand. The NeuroFLAME software facilitates this 
by allowing clients to perform a VBM computation using 
the same parameters as COBRE within the toolbox. The 
local VBM derivatives can then be directly piped into the 
downstream VBM regression model. 

The vaults coordinate their federated analyses by first 
having each client compute summary statistics on their lo
cal data. The NeuroFLAME vault server computes the same 
summary statistics for the vault data, and then aggregates 
client statistics alongside the vault statistics to compute 
the closed-form solution for the ridge regression model. 
FreeSurfer COBRE Vault.   The FreeSurfer COBRE vault 

contains preprocessed structural MRI data from 152 par
ticipants — approximately half diagnosed with schizophre
nia and half healthy controls — collected as part of the 
Mind Research Network’s COBRE study.33 The FreeSurfer 
vault supports the federated computation of a ridge-regres
sion model using a single-shot averaging strategy in which 
sites locally optimize a regression model and the aggrega
tor compiles these parameters to create the final model. As 
with the VBM vault, accompanying the imaging data in the 
FreeSurfer vault are demographic information, symptom 
severity scales, and cognitive measures, facilitating com
prehensive model building. Similar to the VBM ridge re
gression, clients set the regularization hyper-parameter, , 
and clients are given the ability to build custom models us
ing the vault data by specifying a unique choice of features 
and target variables from the vault to use alongside their 
own data. 

The FreeSurfer vault includes cortical and subcortical 
volumetric and surface-based measurements derived from 
two FreeSurfer atlases: Desikan-Killiany39 and Destrieux40 

using the FreeSurfer v5.3 software.41 To generate measure
ments in FreeSurfer, the recon-all command is run on the 
vault data, and volumetric and surface-based measures are 
extracted from aseg.stats and aparc.stats. Similar to the 
VBM vault, clients are expected to have also performed 
the same FreeSurfer v5.3 analysis on their data. As with 
VBM, the NeuroFLAME toolbox wraps the FreeSurfer com
putation in order to allow clients to compute these deriv
atives and directly pipe them into the downstream regres
sion model. 

As with the VBM vault, the FreeSurfer vaults coordinate 
their federated analyses by first having each client compute 
local statistics on their local data set, while the Neu
roFLAME vault server does the same for the vault data. The 
server then aggregates client statistics alongside the vault 
statistics to compute the closed-form solution for the ridge 
regression model. In contrast to sharing the closed-form 
solution in the VBM vaults, each local site and the vault 
server first perform a local linear regression to compute lo
cal parameters. The clients’ parameters are then sent to the 
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vault server, which aggregates the  values from all clients 
and the vault. The vault server computes the global ridge 
regression parameters by averaging local parameter esti
mates. 
NeuroMark ICA COBRE Vault.    The TReNDS NeuroMark 

Independent Component Analysis (ICA) vault comprises 
resting-state functional MRI (rsfMRI) data from 179 partic
ipants, including both individuals diagnosed with schizo
phrenia and healthy controls, collected as part of the CO
BRE project.33 The data underwent standard functional 
MRI preprocessing using the SPM12 toolbox.38 The first 
five scans were removed to allow signal equilibrium and 
participants’ adaptation to the scanner’s noise. We per
formed rigid body motion correction using the toolbox in 
SPM to correct subject head motion, followed by the slice-
timing correction to account for timing differences in slice 
acquisition. The fMRI data were subsequently warped into 
the standard Montreal Neurological Institute (MNI) space 
using an echo-planar imaging (EPI) template and were 
slightly resampled to 3 × 3 ×3 mm3 isotropic voxels. The 
resampled fMRI images were further smoothed using a 
Gaussian kernel with a full width at half maximum (FWHM) 
of 6 mm. The smoothed datasets were used in the ICA 
analysis. 

Accompanying the imaging data in this vault are demo
graphic information, symptom severity scales, and cogni
tive measures, facilitating comprehensive model building 
(see Mayer et al.33 for the full list of variables collected). 
Similar to the other vaults, a local regression computation 
model is implemented, with the primary difference being 
the use of Functional Network Connectivity (FNC) values, 
which follow a NeuroMark ICA estimation of independent 
spatial maps and associated time series. 

After preprocessing, NeuroMark ICA42 is used via the 
GIFT toolbox43 to extract resting state networks from func
tional MRI data. Historically, implementations of data-dri
ven network estimation techniques like ICA require re
searchers to manually inspect the resulting networks to 
determine which networks are noise and which are neu
robiologically relevant. This can lead to the subjective in
terpretation of resulting networks and create difficulties 
when trying to compare or combine results from multiple 
sites. The NeuroMark ICA framework circumvents this for 
component selection in blind ICA by using templates of 
catered spatially independent maps from a large popula
tion42 to provide a spatial constraint on estimated networks 
so that they resemble known, canonical resting-state net
works. NeuroMark ICA thus bridges the gap between fully 
data-driven and Atlas-based a priori approaches to func
tional network estimation, and provides a strong basis for 
federated computation because of the common template 
used between sites. Currently GIFT supports three different 
templates for functional MRI which include the original 
NeuroMark template,42 NeuroMark 2.2 multi-scale tem
plate with 105 components (see figure 4 derived from mul
tiple spatial scales,44 and the NeuroMark White Matter 
template with 97 components (see figure 5) derived from 
white matter.45 

The resting-state networks estimated with NeuroMark 
ICA are then used to derive static functional network con
nectivity (sFNC) measures. First, time series are despiked 
and low-pass filtered at 0.15 Hz to exclude cardiac and 
other high-frequency artifacts. For each participant, the re
sulting time series for each pair of networks is used to 
compute correlation coefficients, forming a Component-by-
Component matrix of connectivity values. The resulting 
connectivity values are then Fisher z-scored and can be 
used as features for a ridge regression model of the same 
form used for the other vaults. 
VBM and FreeSurfer Child Mind Institute vaults.       The 

Child Mind Institute (CMI) VBM vault comprises structural 
MRI data from 922 children and adolescents aged 6 to 22 
years, collected as part of the Healthy Brain Network 
study.34 This dataset includes gray matter segmentation 
outputs derived from a Voxel-Based Morphometry (VBM) 
preprocessing pipeline implemented in SPM12, using the 
same settings as used for the COBRE vault previously. Ac
companying the imaging data are 11 variables encompass
ing demographic, cognitive, and substance use domains, fa
cilitating building a comprehensive regression model. 

The Child Mind Institute FreeSurfer vault contains struc
tural MRI data from 885 children and adolescents (ages 
5–21) collected as part of the Healthy Brain Network study. 
This vault includes cortical and subcortical volumetric 
measurements derived from the Desikan-Killiany 
FreeSurfer atlas. Researchers can also select from 11 vari
ables spanning demographic, cognitive, and substance use 
domains, including total scores from Achenbach internaliz
ing, externalizing, and p-factor scales, as well as measures 
like AUDIT, EHQ, IAT, and NIH Toolbox cognitive scores 
(e.g., Flanker and List Sorting). This vault enables the mod
eling of neurodevelopmental patterns in relation to mental 
health and behavior in youth. 

Both of these vaults utilize closed-form ridge-regression 
similar to the other vaults for the final analysis. 
VBM and FreeSurfer Substance Use vaults      The Sub

stance Use VBM vault contains gray matter segmentation 
data processed using the SPM VBM pipeline for 750 partic
ipants (ages 18–56; 456 male, 294 female).35 Among these, 
61 individuals were identified as controls, based on the 
number of alcohol drinking days being less than or equal 
to 20 days. In addition to neuroimaging, the vault includes 
a rich set of behavioral and clinical variables related to 
substance use, including AUDIT, ADS, BDI, and impulsivity 
scores, as well as the frequency of alcohol, cigarette, and 
marijuana use. Z-score normalized versions of these vari
ables are also provided, making this vault ideal for studying 
the structural brain correlates of substance use behavior. 
This vault dataset is ready for users to run regression analy
sis. 

The Substance use FreeSurfer vault contains structural 
MRI data processed using FreeSurfer for a total of 270 par
ticipants, aged 18–55 years (162 males and 108 females). 
Of these participants, 11 individuals were identified as con
trols, based on the number of alcohol drinking days of less 
than or equal to 20 days. This vault includes cortical and 
subcortical volumetric and surface-based measurements, 
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Figure 4. The 105 resting-state networks from the NeuroMark 2.2 multi-scale template.44 The components are divided 
into 7 domains and 14 subdomains, which serve as a spatial guide for data-driven estimation with spatially constrained 
ICA. 

Figure 5. The 97 resting-state networks from the NeuroMark White-Matter template.45 The components are divided into 
8 domains and 6 subdomains, which serve as a spatial guide for data-driven estimation with spatially constrained ICA. 

derived from FreeSurfer’s comprehensive cortical recon
struction and volumetric segmentation processes. In addi
tion to neuroimaging data, the vault includes all the be
havioral and clinical variables as in the Substance Use VBM 
vault datasets. This vault dataset is ready for users to run 
regression analysis using a similar framework as described 
in other vaults. 

COBRE MULTI-SHOT REGRESSION VAULT 

The computations discussed so far represent one kind of 
federated analysis in which local parameters are estimated 
at each site, and then aggregated by computing the global 
or weighted mean of these parameters. In contrast to this 
single-shot approach, many iterative solutions to federated 
learning take the approach of iteratively updating parame
ters either by summarizing parameter gradients or parame
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ters themselves. Global models are thus achieved using a 
federated optimization, which aims to converge on a global 
model identical to a model trained on the data in the pooled 
sample. Because vaults can support any kind of feder       
ated computation in theory, iterative computations can        
also be included as vaults to be shared with collabora         
tors.  

The COBRE multi-shot regression vault represents an 
example of this kind of iterative vault, and demonstrates 
the capacity for vaults to also support federated learning, 
and not just “federated analysis” in the strict sense. Using 
the same data set as the COBRE FreeSurfer vault, this so
lution allows for iterative updates to the regression para
meters between the vault and participating federated col
laborators, and provides similar results to the single-shot, 
parameter averaging in this instance. Both kinds of ap
proaches to federated regression have been studied in the 
literature, and our inclusion of this vault as one of the ex
ample computations emphasizes the flexibility of vaults to 
support complementary computations that provide choices 
for consortia members accessing those data. 

FUTURE VAULTS FOR OTHER FEDERATED COMPUTATIONS 

The aim of presenting these example vaults is not to inher
ently tie NeuroFLAME vaults to a single kind of computa
tion or data set, but to demonstrate that vaults work just 
like standard federated analysis solutions for neuroimag
ing. In principle, any federated computation that can be 
containerized or wrapped with Python scripts can be in
tegrated into NeuroFLAME and offered as a vault. For ex
ample, NeuroFLAME currently supports computations for 
distributed, differentially private support vector machines, 
label noise filtering, MANCOVA, and Source-Based Mor
phometry, which could all be integrated into future vaults. 
Future vaults supporting distributed deep learning opti
mization, data harmonization with COMBAT, mixed effects 
models, parallel ICA, and ENIGMA meta-analysis will also 
be available on the horizon as these computations are 
ported from the COINSTAC software into the new Neu
roFLAME environment. 

3.5. ADDITIONAL PRIVACY CONSIDERATIONS FOR 
VAULTS 

Similar to the previous COINSTAC architecture,23 the Neu
roFLAME software is built around privacy by design princi
ples. By never sharing raw data across participating sites, it 
ensures that sensitive participant information remains se
cure and local to the originating site. Instead, only sum
mary statistics or model parameters are exchanged during 
collaborative analyses, which limits the risk of data 
breaches or unintended re-identification. This decentral
ized approach aligns with modern data protection stan
dards and allows researchers to engage in secure, multi-site 
studies without directly compromising participant privacy. 

For sites hoping to host vaults, an initial institutional re
view may be required to determine specific security choices, 
such as which machines will host the data, which deriva
tives will be shared during analysis, and which partner sites 

will be able to access those derivatives. A further advantage 
of vaults over active federated analysis participation is that 
vault hosting can be treated from the start as a persistent 
data-hosting service, rather than a dynamic collaboration, 
and so any logistical oversight needed can occur during the 
initial vault setup as well as regular review when new access 
needs to be provided, or changes need to be made. 

4. RESULTS 

In this section, we include demonstrative results for some 
of the vaults mentioned in the previous section. First, we 
provide a summary of the established results presented in 
previous work. We then provide a summary of new VBM re
gression results for the Substance use vaults, as well as new 
COBRE ICA results using the new multi-scale and white-
matter templates. 

4.1. SUMMARY OF PREVIOUS RESULTS 

Our previous work demonstrated the effectiveness of de
centralized data analysis via vaults in federated neuroimag
ing research through studies like the TReNDS VBM COBRE 
vault and the Child Mind Institute (CMI) VBM vault.8 

Analyses with the TReNDS VBM COBRE vault revealed sig
nificant decreases in gray matter volume with age, sex-re
lated differences, and schizophrenia-related reductions in 
insular-temporal and medial frontal regions, while com
bining with the MCIC dataset further improved statistical 
power. Using the CMI VBM vault, we observed widespread 
age-related gray matter volume decreases and sex-related 
reductions along the gray/white matter boundary. These 
results, consistent with prior studies, underscore how de
centralized data analysis via vaults enables collaborative, 
privacy-preserving analyses. We utilized the TReNDS 
FreeSurfer COBRE vault to conduct ridge regression analy
ses on cortical and subcortical measurements derived from 
FreeSurfer atlases. The findings revealed that healthy con
trols exhibited significantly higher cortical thickness in 
temporal lobe regions compared to individuals with schizo
phrenia, particularly in areas such as the inferior temporal 
sulcus and middle temporal gyrus. These results align with 
established patterns of cortical thinning associated with 
schizophrenia and underscore the efficacy of vaults in fa
cilitating federated neuroimaging analyses while preserv
ing data privacy. 

We used the TReNDS NeuroMark Group-ICA COBRE 
vault to perform univariate regression analyses on resting-
state fMRI data from 179 participants. The data were pre
processed using the NeuroMark pipeline, which applies 
spatially constrained Independent Component Analysis 
(ICA) with the NeuroMark_fMRI_1.0 template, encompass
ing 53 intrinsic connectivity networks across seven major 
functional domains. Our analyses revealed significant as
sociations between age and functional network connectiv
ity (FNC) measures, indicating age-related changes in brain 
connectivity patterns. Additionally, sex differences were 
observed in specific networks, highlighting the influence of 
biological factors on brain connectivity. 
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Figure 6. Significant voxels after Bonferroni correction 
showing the effect of alcohol consumption on gray matter 
volume in the Substance Use data set. These results were 
generated using the Substance Use VBM Vault. 

More details on the results outlined above are available 
in our previous paper introducing vaults in the previous 
COINSTAC software.8 

4.2. SUBSTANCE USE VBM REGRESSION 

The Substance Use VBM vault was used to investigate the 
effects of alcohol consumption on gray matter volume. A 
significant association was found between alcohol con
sumption, measured by the number of drinks, and gray 
matter volume reduction using a regression model. The 
highlighted voxels in Figure 6 indicate brain regions that 
remained significant after Bonferroni correction for mul
tiple comparisons at a threshold of 0.05. We should note 
that although Bonferroni correction was used for this study, 
vaults are not inherently tied to any form of multiple test
ing correction, and FDR correction is also supported, for 
example. The affected areas include the bilateral cerebel
lum Crus I, precentral gyrus, postcentral gyrus, and anterior 
cingulate gyrus. 

4.3. THE SUBSTANCE USE VAULT IN PRACTICE 

Although a large-scale, multi-site deployment of Neu
roFLAME vaults remains a goal of ongoing work, the analy
sis below provides an end-to-end proof of concept for the 
capability that distinguishes vaults from standard federated 
participation. In it, a remote site combines its locally held, 
open-access SUDMEX-CONN cocaine-use data46 with the 
substance-use VBM vault and completes a full federated 
regression, with only intermediate statistics leaving either 
site (Figure 7). This demonstration is provided with no prior 
coordination with the host (other than initial setup of the 
vault as a service) because the vault responds on demand 
without any active involvement. This demonstration exer
cises exactly the persistent, coordination-free access mech
anism that the vaults construct introduces, and is therefore 
sufficient to establish that the construct behaves as in
tended in the new NeuroFLAME/NVFlare environment. 

The federated analysis was computed using a remote 
client with a copy of the NeuroFLAME software on a ma
chine where the SUDMEX-CONN data set was downloaded. 
The user operated the NeuroFLAME UI (for more details 
see36) to point the local client to the location of their local 
copy of the SUDMEX-CONN data set, and created a custom 
consortium which included the substance-use VBM vault as 
a participating federated node. The NeuroFLAME software 
both on the local client and remotely at the TReNDs center 

— which as of writing is the host of the substance use vault 
— then aggregated the final averaged summary statistics 
combining the vaults analysis with the user’s. The software 
then generated an output report and binary files containing 
aggregated p-values and coefficients from the regression. 
The negative log of the pvalues are plotted for both local 
(no vault) and global (including vault) results in figure 7. 

4.4. COBRE NEUROMARK ICA WITH NEW TEMPLATES 

The COBRE ICA vault was used to investigate the effects 
of age and sex on resting-state networks derived from the 
new multi-scale44 and white-matter45 network templates 
included in GIFT. Functional network connectivity (FNC) 
pairs of ICA time-series data were both tested for signifi
cance. 

The matrix in figure 8 (left) summarizes significant func
tional network connectivity differences from the multi-
scale template44 for sex at the subdomain level. Figure 8 
(right) summarizes significant differences for age at the 
subdomain level. For this template, the 105 resting-state 
networks span 7 domains and 14 subdomains: CB, Cere
bellar; VI-OT, Visual Occipitotemporal; VI-OC, Visual Oc
cipital; PL, Paralimbic; SC-EH, Subcortical Extended Hip
pocampal; SC-ET, Subcortical domain Extended Thalamic 
subdomain; SC-BG, Subcortical domain Basal Ganglia sub
domain; SM, Sensorimotor; HC-IT, Higher Cognition do
main Insular Temporal subdomain; HC-TP, Higher Cogni
tion domain Temporoparietal subdomain; HC-FR, Higher 
Cognition domain Frontal subdomain; TN-CE, Triple Net
work domain Central Executive subdomain; TN-DM, Triple 
Network domain Default Mode subdomain; and TN-SA, 
Triple Network domain Salience subdomain. 

For the multi-scale gray matter template,44 in figure 8 
(left), we find that sex is associated with significant func
tional network connectivity differences between the De
fault mode networks (TN-DM) and the Subcortical Basal 
Ganglia (SC-BG) networks ( ). An additional sig
nificant effect is seen between the Subcortical Extended 
Hippocampal (SC-EH) and Higher Cognitive Frontal (HC-
FR) networks ( ). For age, figure 8 (right) shows 
significant connectivity differences within the Higher Cog
nitive Frontal (HC-FR) domain ( ), between the 
Paralimbic (PL) and Visual Occipitotemporal (VI-OT) net
works ( ), and between the Triple Network Central 
Executive (TN-CE) and Subcortical Extended Hippocampal 
(SC-EH) networks ( ). The connectivity between 
the Triple Network Central Executive (TN-CE) network and 
the Visual-Occipitotemporal (VI-OT) also shows a moder
ately significant effect for age ( ). 

Similar figures to the multi-scale gray matter template 
are provided for the white matter template45 in figure 9 
(left and right). For this template, the 97 resting-state net
works span 8 domains and 6 subdomains: PL, Paralimbic; 
SC-PH, Subcortical domain Posterior Hippocampal subdo
main; SC-ET, Subcortical domain extended thalamic subdo
main; SC-BG, Subcortical domain basal ganglia subdomain; 
FR, Frontal; SM-MS, Sensorimotor domain middle subdo
main; SM-AS, Sensorimotor domain anterior subdomain; 
SM-PS, Sensorimotor domain posterior subdomain; IT, in
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Figure 7. Federated (left) and local (right) significance scores for VBM regression using the SUDMEX-CONN data set and 
the substance use VBM vault. Each voxel contains the -  of the pvalue multiplied by the sign of the t -statistic. 

Figure 8. Effects of sex (left) and age (right) on static functional network connectivity (sFNC) at the domain level using 
the NeuroMark 2.2 Multi-Scale template. Each cell shows the  of the p-value (such that values above  are 
significant), multiplied by the sign of the -statistic to show the direction of the effect for a particular pair of 
connections using the NeuroMark2.2 template. 

sular-temporal; TP, temporoparietal; OT, occipitotemporal; 
and CB, cerebellar. 

For the white matter template,45 in figure 9 (left), we 
find that sex is associated with significant functional net
work connectivity differences within the Subcortical Ex
tended Thalamic (SC-ET) network ( ). We found 
no significant age effects in white matter functional net
work connectivity; however, connectivity between the Cere
bellum (CB) and Temporoparietal (TP) networks is nearly 
significant ( ). 

5. DISCUSSION 

Federated analyses offer a powerful solution to the problem 
of preserving privacy in large, collaborative data analyses, 
and our introduction of federated vaults within the new 
NeuroFLAME toolbox promises to address many of the lo
gistical difficulties that come with coordinating large feder
ated analyses with multiple sites. In this paper, we followed 

up on previous work in which we introduced the concepts of 
vaults, providing more examples of vault computations that 
have been implemented and describing how the new Neu
roFLAME software environment facilitates the use of these 
vaults. 

Currently, many of the vaults use an underlying ridge 
regression model, due to the simplicity of averaging sum
mary statistics for the closed-form solution; however, in 
principle, other, more complex models might also be able 
to be implemented. For example, our previous software en
vironment contains federated algorithms for training Sup
port Vector Machines47 as well as more complicated Deep 
Learning models.48 Recent advances in federated harmo
nization methods also offer immense promise for vault-
based computations.49,50 In theory, any federated model 
that can be created via parameter averaging is achievable 
using a similar framework as with ridge regression; how
ever, more complicated, iterative strategies that involve 
sharing parameter gradients between commonly initialized 
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Figure 9. Effects of sex (left) and age (right) on static functional network connectivity (sFNC) at the domain level using 
the NeuroMark White Matter Template. 

models may require some new methodological formulation 
to allow users full flexibility without significant computa
tion overhead. 

In addition to creating additional vault computations, 
we have a further goal of recruiting more research sites 
to contribute their data to vaults using existing computa
tional infrastructure. We aim to offer a large set of cloud-
based repositories that are shared either with the public for 
open use or available to selected collaborators. We would 
like to include multiple data sets for each computation and 
model type available within NeuroFLAME to allow users the 
flexibility to easily include multiple data sets from differ
ent sources. We specifically plan to include Schizophrenia 
and Substance use data sets, as well as expanding the avail
able modalities to include electro and magnetoencephalo
grams (E/MEG). We plan to engage researchers across the 
globe through various online workshops and hackathons. 
Our recent Vaults workshop demonstrated substantial util
ity for a diverse cohort of researchers. These included grad
uate students and early-career scientists from the United 
States, Canada, Europe, and India, with interests spanning 
neuroimaging, federated analysis, and software develop
ment. Participants were able to run federated analyses on 
Vault datasets and run analyses on sample publicly acces
sible datasets from their personal computers. They noted 
that the Vaults feature lowers barriers for new researchers 
to explore otherwise inaccessible datasets. Many attendees 
expressed intentions to incorporate Vaults into their future 
projects using their own datasets, emphasizing the plat
form’s potential to democratize access to advanced neu
roimaging analysis for researchers operating in resource-
constrained settings. Finally, we would like to facilitate 
more vaults available from international sites, both in the 
spirit of fostering more global collaborations, but also to 

help improve the generalization of neuroimaging studies to 
include more globe-spanning cohorts. 

6. CONCLUSION 

By enabling decentralized, privacy-preserving data sharing 
and analysis via NeuroFLAME Vaults, our platform ad
dresses key barriers to neuroscience research, such as data 
sharing, privacy concerns, infrastructure limitations, and 
the challenges associated with integrating diverse datasets. 
Vaults promote the FAIR (Findable, Accessible, Interopera
ble, and Reusable) data principles, ensuring that research 
outputs are more transparent and reusable across the sci
entific community. As we expand our efforts to add new 
vaults and initiate large-scale collaborative projects, we 
aim to empower researchers — particularly those without 
access to high-performance computing infrastructure or 
large, heterogeneous datasets—to participate in impactful 
neuroimaging research. We believe our platform can serve 
as a catalyst for generating more inclusive, representative, 
and statistically robust insights into the human brain. Ul
timately, this could help uncover interesting brain patterns 
and biomarkers by leveraging the power of large, diverse 
datasets analyzed in a federated and secure manner. 

DATA AND CODE AVAILABILITY STATEMENT 

Two publicly available datasets were analyzed in this study. 
These datasets can be found here: http://fcon_1000.pro
jects.nitrc.org/indi/retro/cobre.html, http://fcon_1000.pro
jects.nitrc.org/indi/cmi_healthy_brain_network/shar
ing_neuro.html Due to the sensitive nature of the substance 
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use vault dataset, it has not been posted publicly, but the 
anonymized demographic and other clinical data used in 
this study are freely available for research by request. The 
scripts referred to in the manuscript are available on 
GitHub in the following repository: (https://github.com/
neuroflame). 
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